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Extended Abstract

Information security is a topic that has been shown essential nowadays. We live in a world

full of electronic communications and commerce, which requires a growing need for security.

Actually, information security has been the subject of much research in the last years.

To study secure communication protocols, two approaches have been used. The formal

approach adopts the Dolev and Yao attacker under an idealization of the cryptographic

systems. Despite assuming an idealization of the cryptographic primitives, this approach

represented a significant breakthrough in research in recent years, in fact it is scalable and

automatable. Nevertheless this approach is not perfect and omits many of the concrete

problems in cryptography. On the contrary, the computational approach seems to be closer

to reality. In this approach all the issues of computational complexity, resource-bounded

attackers and probabilities of attack are taken into consideration. Since it stands closer to

reality, it is far from being scalable or automatable. Recently, there has been an effort into

making these approaches closer and getting profit from the advantages of both of them.

One way of approaching the problem is to incorporate equational theories, probabilities,

and to a certain extent complexity issues, into a full-fledged security logic, and this is our

long term objective.

For now, this work consists in preparing the ground for the subsequent construction of

the information security logics we have in mind. Typically, in problems of information

security we need to reason about the intruder’s knowledge, the uncertainty related with

the distribution of the unknown objects and still with updates of information. Dynamic

probabilistic epistemic logic seems to cover all these requirements and imposes itself to be

expressive enough to model simple but quite relevant situations in security.
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We present dynamic probabilistic epistemic logic in a stepwise manner. We begin by intro-

ducing epistemic logic, where through the modal operator K we are able to reason about

the knowledge of the agents. In the context of epistemic logics, it is usual in the literature

to define the concepts of common knowledge and distributed knowledge. Nevertheless,

since at the end of the text we will focus on the behavior of a single agent in the system

(the attacker), we will not worry about defining these epistemic notions. After presenting

a Kripke structure and a deductive system for epistemic logic, we prove its soundness and

completeness.

Then we improve the logic with a probabilistic component and get probabilistic epistemic

logic. Here we realize that it might be interesting to match the notion of knowledge with

the probabilistic assertions and after a brief discussion, we assume that the agents do

not assign any probability to formulas they know to be false. Moreover, it could be the

case that there exist plausible states to which an agent assigns zero probability and other

plausible states to which the agent would not even bother to assign a probability.

The applications that we aim to model at the end of the text are developed around the

behavior of the attacker, which reduces the logic to the case of a single agent. At this stage,

we make a detour on the single agent case to draw attention on the possible simplifications

of the logic in this case.

We return later to the n agents case to recall that we want our logic to deal with updates of

the information available to the agents. We will be able to consider any type of update, but

actually we begin by introducing a kind of deterministic update, the public announcements,

in which the updates are well determined and after they occur agents have no doubt about

the update that actually took place. Then it is time to generalize the allowed updates

introducing the notion of probabilistic events. In this generalized approach, the occurrence

of an event will consist of an update that is now probabilistic in the sense that we do not

have to know exactly what event will occur and agents are not sure about what event indeed

took place. After presenting the updated models for public announcements and product

update, respectively, along with their deductive systems, the soundness and completeness

results follow from the static probabilistic epistemic logic, by translation.

The overview of the logic is closely followed by an original example that depicts a bus trip

and besides being simple represents quite well the concepts that are introduced.

The closing chapter is aimed at modeling two simple but pertinent situations from the
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perspective of information security.

The first application arises in the context of cryptanalysis and is based upon the discovery

of a secret by an attacker who has the ability to interact with the system, making bets

and getting answers. This way, the attacker is able to update the information available

to himself, reduce his uncertainty about the secret and eventually ends up discovering its

value. We propose two strategies: one that assumes that the attacker is clever and so

he uses a well-defined strategy that will actually lead to the discovery of the secret in an

efficient way, and a second strategy that assumes, on the contrary, that the intruder is far

from being clever and opts for a strategy completely random and blind in the sense that

if the bet does not match with the secret, the attacker does not extract any information

from his bet. In the latter we prove that the probability of the intruder to discover the

secret is negligible even after a polynomial number of bets.

Being explicitly defined, the smart strategy can be modeled with the public announcements

approach, while the dumb strategy is modeled with the product update logic.

The second application is developed around the notion of computational indistinguishabil-

ity. Computational indistinguishability is the base of many relevant notions in information

security, like in the semantic characterizations of asymmetric encryption schemes such as

chosen-plaintext attacks or chosen-ciphertext attacks. As a concept with a dynamic com-

ponent and a probabilistic primary interest it should be very interesting to model it with

dynamic probabilistic epistemic logic. Using the product update approach we actually

model a notion of computational indistinguishability and explore some examples.

These final applications consist of an attempt to represent common issues in information

security. In fact, the situations are simplified, however they are quite important in the

context of information security.

At the end of this work we realize that the hope we placed in dynamic probabilistic epis-

temic logic was credible: in fact the logic is expressive enough to model applications that

seemed pertinent from the perspective of information security.

This work was just preparing the ground for what we intend to do next and brought us

the motivation we actually expected to find. In the future we want to analyze alternative

variations of this logic and one of the ideas is to develop a similar logic starting with an

equational base rather than propositional. That step will allow us to express the prop-
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erties of ciphers on top of an algebra of messages, a scenario much closer to the usual

security models. After we get an axiomatization and prove completeness we intend to

prove the correctness, even if bounded, of security protocols, as well as the existence of

attack scenarios.
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